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Nudopmaninonnasi 6€30MacHOCTb

IHamsaTka nuist o0y4aommuxcs 00 MHGOpMaIMOHHON 0€30IACHOCTH
aereu

HEJIb351

Bcem moapsim cooOmare CBOKO YacTHYHO WHGOpMANuio (HACTOANME WMS,
dbamunuto, tenedoH, ampec, HOMEp MIKOJbI, a Takke (oTorpaduu CBOM, CBOCH
CEMBU U ApYy3ei);

OTkpbIBaTh BJIOKEHHBIC (AWML IJICKTPOHHOW TOYTHI, KOTJAa HE 3HACIHIb
OTHPABUTEIIS;

['pyOuth, TpUAMPATHCS, OKa3bIBaTh JJABICHHE — BECTH CeOS HEBEKIMBO U
arpeccUBHO;

He pacrniopspkaiicss neHpramMu TBOel ceMbH 0€3 pa3pellieHus CTapiiuX — BCeraa
CITpallINBal POAUTEIICH;

He BcTpeuaiicsi ¢ MHTEpHET-3HAKOMBIMUA B PEAIbHOW KU3HU — IOCOBETYHCS CO
B3pPOCJIBIM, KOTOPOMY JI0BEPSICUIb.

OCTOPOXHO

He Bce numyt npaBay. Uuraems o cebe HenpaBay B MHTepHere — coobmm 00
9TOM CBOMM POAMUTENSAM WJIM ONIEKYHAM;

[IpurnamaroT nepenuchiBaThCsi, UrpaTb, OOMEHHBATHCS — MPOBEPb, HET JIU
II0/IBOXa;

Hezakonnoe xommpoBanue (aiisioB B UHTEpHETE — BOPOBCTBO;

Bcerna pacckaspiBail B3pocibiM 0 Tpo0sieMax B CETH — OHU BCErJa MOMOTYT;
Hcnonb3yit HacTpoiku O€301MacHOCTH M MPUBATHOCTH, YTOOBI HE TOTEPSATH CBOU
AKKayHTBI B COLICETAX U APYTUX NMOPTAIAX.

MOXHO

VYBaxail Apyrux noJib30BaTelew;

[Tonp3yembcst MHTEPHET-UCTOYHUKOM — JIEJIAN CCBUIKY HA HETO;

OTKpBbIBail TOJIBKO TE€ CCHUIKHU, B KOTOPBIX YBEPEH;

OO1aThCsl 32 MOMOILBIO B3POCHBIM — POAUTEIH, OMEKYHbI M aJMUHHUCTpALUI
CalTOB BCET1a IOMOTI'YT;

[Ipoiinn oOyuenue Ha caiite «CeTEeBUYOK» M TOJNYYH NacHopT HU(poBOTO
rpakaanuHal
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NudopmanuoHHas namMaTKa AJs1 00y4aroumuxcs JJ1s pa3MelleHust Ha
o(puuAJIbLHBIX HHTEPHET-pPecypcax

C xaXIpIM TOJIOM MOJIONEKH B MHTEpHETEe CTaHOBUTHCSA OOJBINE, a MIKOJbHUKH
OJJHMU W3 CaMbIX aKTHUBHBIX Todb30Baresne PyHera. Mexay Tem, NOMHMO
OTPOMHOTO KOJIMUECTBa BO3MOXKHOCTEW, MHTEpHET HeceT W mpoOiiemMbl. ITa
IaMsITKa JOJKHA IIOMOYb TeOe Oe30IMacHO HaXOJAUThCS B CETH.

KoMmnbrorepHbie BUPYChI

KoMIbloTepHblii  BUPYC — 3TO Pa3HOBUJIHOCTH KOMIBIOTEPHBIX MPOTPaAMM,
OTJIMYUTEILHON 0COOCHHOCThIO KOTOPOM SIBIISIETCS CIIOCOOHOCTh K Pa3MHOKEHHIO.
B nonosiHeHue K 3TOMY, BUPYChl MOTYT MOBPEIUThH WM MOJHOCTHIO YHHUUTOXHUTh
Bce (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TIOJI30BATENI0, OT UMEHH KOTOPOTO ObLia
3alylieHa 3apaxEHHasl MporpaMma, a TakXKe MOBPEAUTh WIM JaXe YHUYTOXUTb
ONEPallMOHHYIO CHCTEMY CO BceMHu (aiiamu B LeJIoM. B OOJIBIIMHCTBE CilydaeB
pacnpocTpaHstoTCs BUPYChl uepe3 HTepHeT.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrpaMMm:

Hcrnonb3yil COBpEMEHHBIE OMNEPALMOHHBIE CHUCTEMBI, HMEIOIIME CEPhE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX MPOTPaMM;

[TocTosiHHO ycTaHaBiaMBai MOYTH (LU(PPOBBIE 3AIIATKH, KOTOPbIE aBTOMAaTHYECKU
YCTaHABIIMBAIOTCA C LIEJIBI0 JOPA0OTKU MPOrpamMMbl) U APyrue OOHOBIIEHUSI CBOEH
ornepalioHHOM cuctembl. CkadyuBail HX TOJBKO C OQUIMAIBLHOIO caiTa
paszpabotunka OC. Ecnu cymiecTByeT peKMM aBTOMATHUECKOrO OOHOBJIICHHUS,
BKJIFOYH €T0;

PabGotaii Ha cBoeM KOMIBIOTEpE TOJ TMpaBamMH TMOJb30BATENs, a He
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpPaMM
WHCTAJUIAPOBATHCS HA TBOEM NEPCOHATIBLHOM KOMIIBIOTEPE;

Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMHBIE MPOAYKTHI U3BECTHBIX TPOU3BOJUTENEH,
C aBTOMaTUYECKUM OOHOBJIECHHEM 0a3;

Orpannub (hU3NUECKUN AOCTYI K KOMITBIOTEPY JJIsl TOCTOPOHHUX JIULL;

Hcnonb3yil BHEIIHME HOCUTENN MH(GOPMALINK, TaKue KakK (uielika, TUCK Wi (aiis
u3 HTepHeTa, TOJBKO U3 MPOBEPEHHBIX UCTOUHUKOB,

He oTkpbIBaii KOMIIBIOTEPHBIE (Pailyibl, MOTYYEHHbIE U3 HEHAAEKHBIX HCTOYHUKOB.
Jlaxxe Te (aitibl, KOTOpbIe TpHCIal TBOM 3HAKOMbIN. Jlydile yTOYHM y HeEro,
OTIPABJISI JIU OH TeOE UX.

Cern WI-FI

Wi-Fi — 3T0 He BujA mepenaud JaHHBIX, HE TEXHOJOTHs, a BCErO JIMIIL OPEH],
mapka. Eme B 1991 rony Humepianiackas KOMMaHHUS 3aperucTpUpoBaiia OpeHIT
«WECA», uro o6o3nauano crnoBocodyeranue «WirelessFidelity», kotopsbrit
NEPEBOIUTCS KaK «0eCrpOBOAHASI TOUHOCTDHY.



Jlo Hamero BpeMeHH Aomuia Apyras a00peBuaTypa, KOTOpas SBISETCS TaKOW Ke
TexHosoruen. 9to abopeBuatypa « Wi-Fi». Takoe HazBaHue ObLIO JaHO C HAMEKOM
Ha CTaHJIapT BbICIIME 3BYKoBOW TexHuku Hi-Fi, 4ro B mepeBoje o3Haudaer
«BBICOKAs TOYHOCTBY.

Jla, OecraTHBIA HWHTEPHET-IOCTYI B Kade, OTeIsIX W a’dporopTax SBISETCS
OTJIMYHOM BO3MOXKHOCTBIO BbIxoAa B MHTepHer. Ho MHOTHE 3KCHEPTHI CUMTAIOT,
yTo obmenoctymapie WiFiceTn He SBISIOTCS 0€30IMaCHBIMU.

CoBeTbI 110 0€30MACHOCTH PadoTe B 001eT0CTYNHbIX ceTsax Wi-fi:

He nepenaBaii cBoro nuuHyro uHbopManmio yepe3 odmenoctynubie Wi-Ficeru.
Paborass B HUX, jKeJaTeIbHO HE BBOJAUTH HApOJIM JOCTyNa, JIOTUHBI U KaKUe-TO
HOMeEpa;

Hcnone3yit 1 OOHOBISIH aHTUBUPYCHBIE IpOrpaMMBbl U OpanaMaysp. TeM cambIM
ThI 00€30Macullb ce0sl OT 3aKauKH BUpPyca Ha TBOE YCTPOICTBO;

[Ipu ucnonb3zoBanun Wi-Fiotkmoun ¢ynkuuo «OOmuid noctyn Kk ¢ainam u
npuntepam». JlanHas (QyHKIUS 3aKppiTa MO YMOJTYAHUIO, OJHAKO HEKOTOPHIE
M0JIb30BATENIN AKTUBUPYIOT €€ JIJIsl y100CTBA UCIIOJB30BaHUs B padoTe WK yueOe;
He ucnonp3yii nyoanunsiii WI-Flans nepenaun TUUHBIX JaHHBIX, HAPUMEp, IS
BBIXO/Ia B COIIMAJIbHBIE CETH WJIM B DJIEKTPOHHYIO MOUTY;

Hcnone3yi Tosbko 3anunieHHoe coeqnaenue yepe3 HTTPS, a ue HTTP, T.e. npun
Habope BeO-aapeca BBOAU UMEHHO «https://»;

B MoOwibHOM Tenedone otkimoun  dyHkuuo «[loakmrouenue k  Wi-
FiaBromaTuuecku». He nomyckail aBTOMaTHUECKOIO MOAKIIOUEHUsI YCTPOHCTBA K
cetssm Wi-Fi6e3 TBoero cornacusi.

ConmnajbHbIC CeTH

ConnasibHbIC CETH aKTUBHO BXOJST B HAIly XW3Hb, MHOTHE JIOJIU pabOTaOT U
JKUBYT TaM IIOCTOSIHHO, a B Facebookyxke 3aperucrpupoBaH MUIHApa 4Ye€IOBEK,
YTO SIBIASCTCS OJHOM CeIbMOM BCEX JKMTEJIEH IUIaHeThl. MHOTHE I10JIb30BaTeNId HE
MOHUMAIOT, YTO WH(}OpMalms, pa3MelieHHas UMHU B COITMAIBHBIX CETAX, MOXKET
ObITh HaliJlecHa W HCMOJIb30BaHA KEM YIrOJIHO, B TOM YHCJIIe HE 00s3aTEIhHO C
OJIaruMu HaMEPEHUSIMHU.

OcHoBHbIE COBEThbI 10 0€30IaCHOCTH B COIHAJIBbHBIX CETHAX:

Orpanuub cOMCOK Jipy3edl. Y TeOs B Opy3bsiX HE JOHKHO ObITh CIy4YailHBIX W
HE3HAKOMBIX JIFOJICH;
3amuinai cBOI YacTHYIO »kM3Hb. He ykasbiBail mapoiiu, TeneoHsl, ajpeca, Aary
TBOETO POXKIACHUS U JPYTYIO JMYHYIO MH(POPMALUIO. 3JIOYMBIIIJIEHHUKA MOTYT
UCIIOJIB30BaTh Jake MHPOPMAIMIO O TOM, KaK Thl U TBOU POJIUTENH TUIAHUPYETE
IIPOBECTU KAaHUKYJIbI;



3amuiiaii CBOIO permyTalio — JAEPKU €€ B YUCTOTE U 3a/1aBail cebe BOIPOC: XOTel
Obl ThI, YTOOBI ApPyrve MOJIb30BATENIM BUIEIH, YTO Thl 3arpyxkaems? [logymaii,
MPEXJIe YEM UTO-TO ONMYOJIMKOBATh, HANIMCATD U 3arPYy3UTh;

Ecnu T roBOpHIIIB € JIFOJIBMH, KOTOPBIX HE 3HACIIh, HE UCIIOJIb3YH CBOE pealbHOE
UMA U JIPYTYIO JINYHYI0 UHGOPMAIMK: UMsI, MECTO >KUTEIhCTBA, MECTO y4eObl U
npouee;

N36erait pasmemenuss Qororpaduii B MHTEpHETE, Tne Thl H300paKeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEEIUTh TBOE MECTOTOJIOKEHHE;

[Ipu peructpanyi B COLMATBHON CETH HEOOXOAMMO HCIOJIb30BaTh CIIOKHBIC
MapoJIH, COCTOSIINE U3 OYKB U LIU(P U C KOJTUIECTBOM 3HAKOB HE MeHee §;

Jis conmanbHOM CeTH, MOYTHl M JAPYTHX CaNTOB HEOOXOJUMO HCIOJIb30BATh
pasupie maponu. Torma ecnu TeOs B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH TOJTy4at
JIOCTYTI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBbIE ICHbI' U

DNEeKTpOHHBIE JEHBIM — ATO OYE€Hb YIOOHBIM CMOCO0 TMUIaTeXel, OJHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOJYYHTh 3TH JECHBIH.

3J’I€KTpOHHBI€ ACHBI'H IIOABUJINCH COBCEM HCOABHO WM HMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCyaapCTBax J0 CUX IMOP HC ITPOIIMUCAHO IIPO HUX B 3aKOHAX.

B Poccum xe oHM (QYHKIIMOHHUPYIOT M O HHUX YK€ IMPOIKMCAHO B 3aKOHE, Te HX
pa3AeIsIIOT Ha HECKOJIbKO BUJIOB — aHOHHWMHbBIC M HE aHOHUMHbBIE. PasHuIa B TOM,
YTO QaHOHHUMHBIE — 3TO T€, B KOTOPBHIX pa3periaeTcs MPOBOJUTH OIepaluu 0e3
UJIeHTH(PUKAIINY TT0JIh30BaTENs, a B HEAHOHUMHBIX MJICHTHU(UKAIIUN TTOJIb30BaTEIs
SIBJISIETCS 00S3aTEIBLHOM.

Taxke ciemyer pasnuyarh  JJCKTPOHHbIE  (QUaTHBIE  JCHBIU  (paBHBI
rOCyJapCTBEHHBIM BAJIOTaM) M DJICKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
rOCyapCTBEHHBIM BAIIIOTaM).

OcHoBHBIE COBETHI 10 0€30NACHOI padoTe ¢ 3J1eKTPOHHBIMM IeHbIraAMM:

[TpuBskM K cueTy MOOWIBHBIN TenedoH. ITO caMblil yI0OHBIN 1 OBICTPHIN CIIOCO0
BOCCTAHOBUTH JIOCTYM K cyeTy. [IpuBsizaHHbIN Tene(oH MOMOXKET, eciu 3a0yaenib
CBOM IUIATEXKHBIW MAPOJIb WIIM 3aiAEIIb HA CAUT C HE3HAKOMOI'0 YCTPOWCTBA;
Hcnons3yi ogHopas3oBeie nmaponu. [locie nepexoia Ha YCUIEHHYIO aBTOPU3ALIMIO
Tebe yke He OyJeT yrpokarb ONACHOCTh KPaKW WIIM IepexBaTa IUIaTeKHOTO
apoJIs;

Boi6epu cnoxsblii aposs. [IpectynHukam OyAeT He MPOCTO yrajaarh CIOKHBIN
naposib. HagesxHple mapoiam — 3TO Maposu, KOTOPBIE COAEPKAT HE MEHEE 8§ 3HAKOB
¥ BKJIIOYAIOT B ce0S CTPOYHBIC W TMPOMHUCHBICE OYKBBI, IU(PPHI U HECKOJBKO
CUMBOJIOB, TaKuMe€ KaK 3HAK JoJiiapa, (yHTa, BOCKJIMIIATENBHBIM 3HAK W T.II.
Hanpumep, StROng!;;



He BBOJM CBOM JIMUHBIE TaHHBIE HA cailiTax, KOTOPHIM HE I0BEPSEUIb.
JJIEKTPOHHAA MOYTA

ONeKTpoHHass MOYTa — 3TO TEXHOJOTUS W MPEAOCTaBIAEMBIE €10 YCIYTH I10
MEPECHUIKE U MOJYUYEHHUIO IEKTPOHHBIX COOOIIEHUHN, KOTOPhIE paclpeaeissioTCs B
KOMITBIOTEPHON ceTH. OOBIYHO SJIEKTPOHHBIA TOYTOBBIM SAIIUK  BBITJISAIUAT
CJIeIyIOIUM 00pa3oM: UMsI_TOb30BaTeIsi(@umMs_JioMeHa. Takxe Kpome nepeaadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIepe/iaBaTh (pailibl.

OcHoOBHBIE COBETHI 10 0€30MaACHOM padoTe C IJIEKTPOHHO MOYTOM:

Hano BbIOpaTh TpaBUJIbHBIA TOYTOBBIM cepBuc. B MHTepHETE €cTh OrpOMHBIN
BBEIOOp OECIIATHBIX IMOYTOBBIX CEPBUCOB, OJIHAKO JIYYINIe IOBEPSATH TEM, KOTO
3HAEIIb U KTO NIEPBBIM B PEUTHHIE;

He yxa3biBail B IMUHOM NOoYTE JMYHYIO HHpopMannto. Hampumep, mydine BbIOpaTh
«MYy3bIKaJIbHBIN _(haHaT@» uin «pok2013» BMecTo «remal3y;

Hcnonb3yld ABYXATAlHYK) AaBTOPU3ALMIO. JTO KOrAAa MOMUMO MapoJisi HYKHO
BBOAUTH KOJ, MPUChUIAEMbIA 0 SMS;

BriOepu cioxkHblii aposib. JJisi KaXJa0ro MOYTOBOIO SAIIMKA JOJKEH ObITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

Ecnu ectb BO3MOXKHOCTBH HallMCaTh CAMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJIB3YH 3Ty
BO3MOXHOCTB;

Hcnonb3ylh HECKOJBKO IMOYTOBBIX SIIMKOB. lIepBblii 1711 4aCTHOW IEPENUCKU C
aagpecaTaMy, KOTOPBIM Tbl JOBEpSCHIb. DTO SJEKTPOHHBIA aJIpec HE HaJIO0
UCITI0JI30BaTh MIPU PErUCTpaliui Ha GopyMax u cailTax;

He otkpbiBail (paitsibl 1 gpyrue BIOXKEHUS B MUChMAaX AK€ €CIM OHU MPUILIIU OT
TBOUX Jpy3el. JIyule yTouHH y HUX, OTIPABIISUIM JIU OHU TeOe 3TU (ailiibl;

[Tocne oxoHuaHusi pabOTHI HAa MOYTOBOM CEPBHUCE MEPE]l 3aKPHITUEM BKIIAJIKU C
caiiToM He 3a0y/JIb HAXKAaTh Ha «BBIATIY.

Ku0epOyniimHr wiim BUPTYyaibHOE U3/1€BaTE/IbCTBO

KubepOymHr — mnpeciieloBaHle COOOIICHUSIMU, COJACPKAIIUMHU OCKOpPOIEHUS,
arpeccuio, 3alyruBaHne; XyJIuTraHCTBO; COIMAbHOE OOMKOTUPOBAHHE C TIOMOIIBIO
Pa3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI 10 00pbOe ¢ KNOEePOYIJIMHIOM:

He 6pocaticsa B 60#. JIydmmii crioco6: mOCOBETOBATHCS Kak ce0st BECTH U, €CIIA HET
TOTO, K KOMYy MOXHO OOpaTUTHCS, TO BHA4aJie yCIOKOUTHCs. Eciau Tl HauHeb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO €Ile OOJIbIIE Pa30kKKEIIh
KOH(DITUKT;

VYmpasnsii cBoelt kudeppemyTaiuei;
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AHOHUMHOCTH B ceTu MHUMAas. CyIIecTBYIOT CIOCOOBI BBISICHHTH, KTO CTOHUT 3a
AHOHMMHBIM aKKayHTOM;

He crout BecTu XynuraHckuid oOpa3 BUPTyaidbHOU ku3HU. HTEepHET duKcupyeT
BCE TBOU JCHCTBUS U COXpaHSET UX. Y JAIUTh UX OyJeT KpalHe 3aTpyIHUTEIIbHO;
Co0buroaii cBoOi BUPTYaJIbHYIO Y€CTh CMOJIOY;

UrHopupyii enuHuyHbld HeraTuB. OJHOpa30Bble OCKOPOUTENbHBIE COOOIICHUS
Jqy4iie UrHopupoBath. OOBIUHO arpeccus mpeKpamiaeTcs Ha Ha4yajabHOM CTaluu;
ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMH COOOIICHHSIMH, B
COIIMATIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIIECHUN C
OINPEIEIEHHBIX aIPECOB;

Ecmm 1B1 cBumerens kubepOyyuimHTa. TBOWM JEHCTBHUSA: BBICTYIIUTH TMPOTHB
npecieaoBaTens, MOKa3aTb €My, YTO €ro JeWCTBUS OLIEHUBAIOTCS HETaTHUBHO,
NOAJCPKATh KEPTBY, KOTOPOH HY)KHA ICHUXOJIOTUYECKAash MOMOIb, COOOUIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbId TesedoH

CoBpeMeHHbIE CMapTQOHBI W IUIAHIIETHI COAEPXKAT B ceO€ BIIOJHE B3POCIBIN
(yHKUHMOHAJ, W Temepb OHU MOTYT KOHKYpPHpPOBaTh CO CTAal[MOHAPHBIMU
KoMIiboTepamMu. OHAKO, CPEACTB 3aLIUTHI 1JIs1 NOJOOHBIX YCTPOMUCTB MOKA OYEHB
Mano. TecTMpoBaHME W TIOMCK YSI3BUMOCTEH B HHUX IPOUCXOIUT HE TaK
MHTEHCUBHO, Kak Juis [1K, To ke camoe kacaeTcss 1 MOOMIIbHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWIBHBIC Opay3ephl YK€ MPaKTUYECKH JOTHAIM HACTOJIbHBIE
aHaJoru, OJHAKO paclIMpeHHe (QYHKIMOHAJIAa BJIEYET 3a COOOM OOJNBIIYIO
CJIOKHOCTH M MEHBIIIYIO 3aIUIIEHHOCTb.

Jlaneko He BCEe TMPOU3ZBOJUTENM BBITYCKAIOT OOHOBJICHUS, 3aKpPbIBAIOIINE
KPUTUYECKUE YSA3BUMOCTH JIJIsI CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JJI1 0€30IACHOCTH MOOWJIBHOTO Tesie()oHa:

Huuero He siBhsieTcs mo-HacTosIeMy OeciuiaTHbIM. Byslb OCTOpOKEH, Belb KOT/a
TeOe mpemyiaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
MJIATHBIE YCIIYTH;

Hymaii, npexxae uem otnpaButb SMS, ¢hoTo wim Buaeo. Thl TOUHO 3HAENIb, T1IE
OHM OYJyT B KOHEUHOM UTOTE?

Heo6xo01uMo 0OHOBIIATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Hcrnonp3yit aHTUBUPYCHBIE TIPOTPAMMBI JJISI MOOMIIBHBIX TEJIE(POHOB;

He 3arpyxail mnpuinoXeHuss OT HEU3BECTHOTO HWCTOYHHKA, BEAb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOTrPaMMHOE O0ECTICUEHUE;

[Tocne Toro Kaxk Tl BBIMICIIH C CaliTa, T/Ie BBOJIWII JIMUYHYIO HH(DOpMAITUIO, 32111 B
HACTPOWKH Opay3epa u yaanu cookies;
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[lepuoguyeckn TPOBEPSI KakWe IUIATHBIE YCIYTd AKTUBUPOBAHBI HAa TBOEM
HOMEpE;

JlaBaii cBoif HOMEp MOOUJILHOTO TejedOHa TOJBKO JIIOJISIM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSICIIIb;

BluetoothiomkeH ObITh BBIKIIIOUEH, KOTJIa Thl UM HE MMOJb3yelibcs. He 3a0biBait
MHOT/Ia POBEPATH 3TO.

Online-urpsI

COBpCMCHHLIe OHHaﬁH-HFpLI— 9TO KPaCOYHBIC, 3aXBATbIBAOIIHC PA3BJICUCHHA,
06’I>CILHHHIOHH/I€ COTHH TbBICAY YCJIOBCK II0O BCCMY MMUDPY. HFpOKI/I HCCIICAYIOT
,HaHHLIﬁ UM MHD, O6HlaIOTCH APYr € APYTI'OM, BBIIIOJIHAIOT 3addaHHA, CPAKAIOTCA C
MOHCTpaMH W IIOJIYYAROT OIIBIT. 3a YAOBOJIbCTBUC OHH ILIATAT: ITIOKYIIAIOT JHCK,
OIIJIAYMBAIOT A0OHEMEHT WJIN HpI/IO6p€TaI-OT KaKHUC-TO OIIIINH.

Bce 3Tu cpenctBa MAyT Ha MOJAEpKaHWE M PAa3BUTUE WUIPhI, a TaKKE Ha camy
0€3011aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBIITYCKAIOTCS HOBBIE
naTuu (IUQPpPOBbIE 3aIIaTKU AJI IPOrpaMM), 3aKpPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoOHbIX Urpax CTOUT omacaThCsi HE CTOJBKO CBOUX COINEPHUKOB, CKOJIBKO
KpaXky TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOpU3AIMU OOJIBIIMHCTBA
urp.

OcHoBHbBIE COBETbI 110 0€30MACHOCTH TBOEI0 HI'POBOI0 aKKayHTa:

Ecou ngpyroit wmrpok BeaeT cebs IUIOXO WM co3daeT Te0e HENpPHATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

[Toxxanyiicss aJIMHHHCTpAaTOpaM MIPbl Ha IUIOXO€ IOBEIEHHE HTOTO0 UIPOKA,
YKeJNaTeJIbHO IPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

He yxa3piBaii muuHyo uHboOpMaIuio B mpodaiisie urpsr;

YBaxaii Ipyrux y4aCTHHUKOB I10 UIPE;

He ycranaBnuBait HeopuIManbHbIe TATYN U MOJIBI;

Hcnonb3yii CII0KHBIE U pa3HbIE NTAPOJIH;

Jlaxxe BO BpeMsl UIpbl HE CTOUT OTKJIIOYATh aHTUBHUpYC. [Ioka ThI Wrpaems, TBOU
KOMITBIOTEP MOT'YT 3apa3uTh.

OUIIMHI WIH Kpaka JUIHbIX JaHHbIX

OObIYHOM Kpakeil JieHer M JOKYMEHTOB CETOJIHSl YK€ HMKOTO HE YAMBHIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUH 3JI0YMBIIIJICHHUKN ITEpEMECTHIINCEH B IHTEPHET,
Y TIPOJIOJKAOT 3aHUMATBCS «JTFOOMMBIM)) 1ETIOM.



N o o

Tak mosiBUIACh HOBasi yrpo3a: HHTEPHET-MOIICHHNYECTBA WM (DHUINUHT, TIaBHAS
eTh KOTOPOIO COCTOMT B  TOJYyYEHHWH  KOH(MUISHIMAIBHBIX  JTaHHBIX
M0JIb30BaTeNIe — JIOTUHOB U Taposeit. Ha anrmuiickom si3pike phishingunraercs
kak ummmHr (0T fishing— prIOHas 0B, password— Mmaposib).

OcHoBHBIE COBeThI 10 00pbOe ¢ GUIIMHIOM:

Cnean 3a cBouM akkayHTOM. Eciu Thl mojo3peBaelib, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBAaTh €€ M COOOHIUTH aJMUHUCTpATOpam
pecypca 00 3TOM KaK MOYKHO CKOPEE;

Hcnonp3yit Oe3omacHble BEO-CalThl, B TOM 4YHCJIE, HWHTEPHET-Mara3uHoOB U
ITIOMCKOBBIX CHCTEM;

Hcnone3yit clokHbIE U pa3HbIe Mapoian. TakuM o0pa3oM, eciid Te0s B3IOMAIOT, TO
37I0YMBIIUICHHUKH TOJTy4aT JOCTYI TOJIBKO K OHOMY TBOEMY MPOQUIIIO B CETH, a
HE KO BCEM;

Ecnn 1ebs B3noManu, TO HEOOXOOUMO MPEAYNPENUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE€ J00aBieHbI Y T€OS B JPY3biX, O TOM, 4TO T€Os B3JIOMAJU U, BOBMOXHO,
OT TBOETO UMEHHU OY/I€T PacChUIAThCA CIIaM U CChUIKU Ha (PUIITMHTOBBIE CAThI;
VYcranoBu HagexHbIN apoiib (PIN) Ha MOOMIBHBIN TenedoH;

OTkiIr04M coXpaHeHue naposis B Opaysepe;

He otkpbiBaii (aitsibl 1 gpyrue BIOXKEHUS B MUChMAaX Ja)Ke €CJIM OHU MPUIILIIH OT
TBOUX JIpy3el. Jlydllle yTouHU y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (hailsibl.

udposas penyramus

[Mudposas pemyraiys — 3TO HeTaTUBHAS WM MMO3UTUBHAS UH(POPMAIIUS B CETH O
tebe. Kommpomerupyromass uHdopmaiusi, pasmenieHHas B HHTepHeTe MoOXeT
CEpbhEe3HBIM 00pa30oM OTpa3UThCcsl Ha TBOeW peanbHOM Ku3HH. «lludpoas
penyTanus» — 3TO TBOM UMHIIK, KOTOPBIA hopmupyercs: u3 undopmarmu o tede
B lHTepHeTe.

TBOe MecCTO >KHUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE TMOJIOKEHHE, OCOOCHHOCTHU
XapakTepa U pacckasbl 0 OJU3KUX — BCE ATO HAKATUITMBAECTCS B CETH.

MHorue mOAPOCTKM JIETKOMBICIIEHHO OTHOCATCA K NyOJIMKalMM JTUYHON
uH(popmanuu B MHTEepHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEITb J0TagaThcsi 0 TOM, 4yTo doTorpadusi, pazMelieHHas S5 JeT Ha3aj, craja
NPUYMHON OTKAa3a MPUHATH T€OS Ha paloTy.

KommenTapuu, pasmeiienue TBoux ¢oTorpaduil U Apyrue ACUCTBUS MOTYT HE
MCYE3HYTh JAXK€ IMOCJE TOro, KaK Thl UX YJalHIlb. Thl HE 3HACIIb, KTO COXPaHUI
3Ty HH(OpMaIHIO, IToNaia JIM OHa B IOUCKOBBIE CUCTEMbI M COXPaHWIACh JIK OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOE OKpy»Karollee JI01, KOTOPble HAWIYT U YBUIAT
sT0. Haiitn uHpOpMalnio MHOTO JET CIYCTS CMOXET JH00M - Kak U3 J0OphIX



noOy>XJIeHUI, TaK ¥ C HaMEpPEeHHEM MPUYUHUTH BpeA. DTO MOXKET OBbIThb KTO
YTOJIHO.

OcHoBHBIE COBETHI 10 3amuTe UM(POBOI penyTanum:

[Togymaii, mpexxae yem 4To-TO MyOJIMKOBaTh U MepenaBarh y ceOs B OJjore uim B
COLIMAJIEHOW CEeTH;

B Hacrtpoiikax mpo¢uis ycTaHOBU OTpaHUYEHUsS] Ha TIPOCMOTP TBOETO MPOdUiIs U
ero COJEeP>KUMOTO0, ClIENall €ro TOJNBKO «UIs APY3eiD»;

He pasmemaii m He yka3piBail HHPOpPMAIMIO, KOTOpas MOXET KOT0-Iu0o
OCKOPOJIATH UJIH OOMKATh.

ABTOpPCKOE NIPAaBO

CoBpeMEHHbIE  IIKOJIBHUKM —  aKTUBHBIE  IIOJIb30BATEIU  IIU(PPOBOTO
npoctpancTBa. OOHAKO JaleKo HE BCE 3HAIOT, 4YTO II0Jb30BAHWE MHOTMMU
BO3MOXKHOCTSIMU ~ IIM(PpoBOro  mupa TpeOyeT  coONMoJeHuss 1paB  Ha
MHTEIJIEKTYAJIbHYI0 COOCTBEHHOCTb.

TepMuH «HMHTEIJIEKTyalbHasi COOCTBEHHOCTBY» OTHOCHUTCS K  Pa3JIMYHbIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HA4yMHAas C HOBBIX HM300pETEHUI U 3HAKOB,
0003HavaroMUX COOCTBEHHOCTh HAa MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadusiMu, KHUHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE TIpaBa — JTO IIpaBa Ha HWHTEJUIEKTyaJbHYI0O COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypPbl U UCKYCCTBA. ABTOPCKME NPaBa BBICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEIUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeJJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3yiabTaTax CBOETO TPYyJAa, MOJIYYUTh H3BECTHOCTb W Mpu3HaHue. Hukro 06e3
paspelleHuss aBTOpa HE  MOXET  BOCIPOM3BOJWUTH €0  IPOU3BEIECHMUE,
pacnpocTpaHsiTh, IMyOJUYHO JEMOHCTPUPOBaTh, MpPOJaBaTh, HMIIOPTHUPOBATH,
nycKaTb B IPOKAaT, MyOJIMYHO HCIOJNHSATH, MOKA3bIBATh/UCHOIHATE B 3UpE WU
pasmemats B MHTEpHETE.

Hcrnonb3oBaHne «IUPATCKOT0» MPOTPAMMHOTO 00ECTICUCHUS MOXKET MPUBECTH K
MHOTHM pHCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, T'JI€ YCTAHOBJIEHHBIM HE JerajabHas nporpamma. He cTouT takke
3a0bIBaTh, YTO CYIIECTBYET JeETalbHble W OeCIIaTHbIC MPOTPAMMBI, KOTOPHIE
MOYKHO HAUTHU B CETH.

O nopraJue

CeteBUUOK.p() — TBOU TIJIaBHBIA COBETUMK B CETU. 3/€Ch Thl MOXEIIb y3HATh O
0€30MacHOCTU B CETH TMOHSATHBIM U JIOCTYIHBIM SI3BIKOM, a MPU BO3HUKHOBEHHH
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8.

9.

KPUTHYECKON CUTyallud OOpaTUTHCS 3a COBETOM. A TaKkKe MPUHATH y4acTue B
KOHKYpCaX U CTaTh CaMbIM IIU(POBBIM IPaskIaHUHOM !

IMamsaTka s poauresieid 00 UHGOPMALMOHHOM 0€30IIACHOCTH JAeTel

Onpenenenue TepMuHa «MHGOPMAIIMOHHAsT 0€30MAaCHOCTh JIETEW» COIAEPKUTCS B
OdenepaibHOM  3akoHe Ne 436-O3 «O 3ammre aeTedl oTr HHpOpMaIuH,
MPUYUHSIONIEH BpeJ MX 3J0pPOBBI0O U PA3BUTHIO», PETYIHUPYIOIMIMM OTHOIICHHUS,
CBSI3aHHBIC C 3aITUTON JETeH OT MH(POPMAIUU, TPUUNHSIONICH BPE UX 370POBBIO
u () pa3Butrio. CormacHO JaHHOMY 3aKOHY «HH(pOpPMAIMOHHAsS 0€30MacHOCTh
JIeTei» — H3TO COCTOSIHHME 3allMIIEHHOCTH, MPU KOTOPOM OTCYTCTBYET PHCK,
CBA3aHHBIM C MpUYMHEHHWEM HHQOpManuend Bpeaa UX 3I0pOBbI0 U (WJIN)
bu3IIeCKOMY, ICUXUYECKOMY, TYXOBHOMY, HDAaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanpHoro 3akoHa Ne 436-D3 undbopmanueil, TpuIUHSIONICH Bpen
3I0POBBIO U (WJIM) PA3BUTHUIO JCTEH, SIBISCTCS:

uH(popMalus, 3anpeleHHas 115 paclpoCTPaHEHUs CPeln ACTEH;

uHbopMalus, pacHpoCTpaHEHHUE  KOTOPOMl  OrpaHHMYEHO  Cpeaud  JieTei
OIPEJEIICHHBIX BO3PACTHBIX KaTETOPUH.

K nn¢popmanuu, 3anpenieHHoN Ui pacipoCTpaHEHUs CPEAU JeTel, OTHOCUTCS:
uHpopMalus, No0yXKaaromasi JeTell K COBEPIIECHUIO NEHCTBUM, MPeICTaBISIOIINX
yIpo3y UX *KU3HU U (WJIM) 340POBBIO, B T.4. IPUYMHEHUIO BPEa CBOEMY 3/10POBBIO,
caMOyOUICTBY;

CIIOCOOHOCTh BBI3BAaTh Yy JIETE€W JKEJaHWE YHOTPEOUTh HAPKOTUUYECKUE CPEICTBA,
NICUXOTPONHbIE W (WJIM) OJypMaHUBAIOUIME BEIIECTBA, TaOayHble W3JEIus,
QIKOTOJIBHYIO M COHMPTOCOJEPKAILYI0  MPOAYKIHMIO, TMBO M  HAMMTKH,
U3rOTaBIMBAEMbIE Ha €ro OCHOBE; NPHUHATh YYacTHE B a3apTHBIX UIPaXx,
3aHUMAThCS POCTUTYLUEHN, OPOISKHUUECTBOM UJTU MOMPOUIAtHUYECTBOM;
O0OOCHOBBIBAaIOIIasi WM OIpaBAbIBAIOLIAs JONYCTUMOCTh Hacwius U (WiIn)
KECTOKOCTH JIMOO MOOYXAarolias OCYLIECTBIATh HACUIBCTBEHHbIE AEHCTBUS IO
OTHOULIEHUIO K JIFOJIIM U KUBOTHBIM;

OTpHIIAIOIIAsl CEMEIHbIE LICHHOCTH U (pOpMUPYIOLIasi HEYBAXKEHHE K POAUTENSAM U
(M) IPYrUM 4YJI€HaM CEMbHU;

OIpaB/IbIBAIOIAs MPOTUBONPABHOE MTOBEJECHUE;

coJieprKallias HeIIEH3YpHYIO OpaHb;

10.conepxariast H”H(GOpPMaIIMIO TOPHOTPAYUUECKOTO XapaKTepa.

1.

K wundopmanmu, pacnpocrpaHeHHe KOTOPO OrpaHUYEHO Cpeau jAeTeid
onpe/ieJICHHOT0 BO3pPacTa, OTHOCUTCSH:

uHpopMarus, mpeacTaBisieMas B BUAC U300paKCHUSI WU OMUCAHUSI )KECTOKOCTH,
duznyeckoro M (WIM) TICUXHYECKOTO HACWIMS, MPECTYIUICHUS WM HHOTO
AHTHUOOIIECTBEHHOI'O JEUCTBHUSL,



BBI3BIBAIONIAS y JIETEH CTpax, y)Kac WM MaHWKY, B T.4. MPEJCTaBIsieMas B BUJE
U300pKEHUSI UM OMMCAHMS B YHUXKAIOLIEH YeIOBEYECKOE JTIOCTOMHCTBO (popme
HEHACUJILCTBEHHON CMepTH, 3a00JieBaHUs, CaMOYOMHCTBA, HECUACTHOIO CiIydyas,
aBapyy WK KaTacTpo(bl U (WJIN) UX TOCIEICTBUM;

npejacTaBisgeMas B BHJIEC H300pPKEHUS WM ONUCAHUS TOJIOBBIX OTHOUIECHUUN
MEXKIY MY>KUMHOU U KECHITUHOW;

coJiepkaiias OpaHHBIE CJIOBA M BBIPAKEHMsS, HE OTHOCSIIMECS K HELEH3ypHOU
OpaHu.

C yuerom storo Bam mnpepnararorcs mpaBuia paOoTel B cetu WHTEepHET s
Pa3IMYHBIX BO3PACTHBIX KAaTEropHil, COOII0ACHUE KOTOPBIX IMO3BOJIUT 00ECIICUUTh
MH(POPMALIMOHHYIO O€30IIACHOCTh BAIlIUX JIETEH.

O61mme npaBuiIa 1Jisl poauTeIen

He3aBucuMo oT Bo3pacta peOEHKa HCIONb3YHTE NpOorpaMMHOE OOecIeyeHue,
nomoraroiiee GUILTPOBaTh U KOHTPOJIUPOBATH HH(POPMAIKIO, HO HE TI0JIaralTech
MOJIHOCTBIO Ha Hero. Baiie BHMMaHue K peOCHKY — IJIaBHBIN METO/T 3aIlUTHI.
Eciu Bam peGeHok w#MeeT akkayHT Ha OJHOM U3 COILMAJIbHBIX CEPBUCOB
(LiveJoumal, blogs.mail.ru, vkontakte.rum T.m.), BHUMATEIbHO H3YYUTE, KaKYIO
uH(OPMAIUIO MOMENIAIOT €r0 YYaCTHUKU B CBOMX MPOQMIsIX U Ojorax, BKItOUYas
dboTorpaduu u BUIEO.

[IpoBeppTe, ¢ KaKMMM JIPYTMMHU CaWTaMM CBSI3aH COLIMAIBHBIN cepBuc Barmero
pebenka. Ctpannuku Bamero peGeHka MOryt ObITh 0€30MAaCHBIMU, HO MOTYT U
COJIEpKaTh CCHUIKM Ha HEXKEJIaTeJIbHbIC U OMACHbIC CalThl (HaIpuMep, MOPHOCAMT,
WIM CalT, HA KOTOPOM JIpyr YNOMHHAeT HOMep coToBoro tenedona Barmiero
pebenka win Bain qomantauii agpec)

[Toompsiiite Bamux geteit coobmaTe 000 BCEM CTPAaHHOM WJIM OTTAJIKUBAIOIIUM U
HE CJIMIIKOM OCTPO pearupyuTe, Korjga OHHM 3TO JENaroT (M3-3a OMACEHHs IOTEPAThH
noctyn K HTEepHETY JIeTH HE TOBOPAT POAMTENSAM O MpodiieMax, a TakKe MOTYT
Ha4yaTh UCTOJB30BaTh IHTEpHET BHE JOMA U IIKOJIBI).

bynbTe B Kypce cereBoi xu3HM Bamero pedenka. HTepecyiitech, KTO UX IPY3bs
B IHTEpHET Tak ke, KaKk UHTEPECYETeCh PEAIbHBIMU IPY3bsIMHU.

Bo3pacrt ot 7 1o 8 ser

B HuTtepHeTe peOEHOK cTapaeTcsl MOCETUTh T€ WJIM WHBIE CAWTHI, a BO3MOXKHO U
YaThl, pa3pelieHHe Ha IMOCEIIEHHE KOTOPBIX OH HE MOJIy4Hs Obl OT POJUTENEH.
[ToaTromy poauTensM OCOOEHHO TIOJIE3HBI OyAyT T€ OTYeTbl, KOTOpbIE
IPEIOCTABIIAIOTCA IpOorpaMMaMi [0 OTPaHUUYEHUIO HCTIONb3oBaHus MHTepHeTa, T.
e. Ponurenbckuil KOHTPOJb WM TO, YTO Bbl CMOXKETE YBUAETb BO BPEMEHHBIX
daiinax. B pesynbrare, y peOeHKa He OYyIET ONIYIIEHUS, YTO 3a HUM BEIETCS
MOCTOSIHHBIA KOHTPOJIb, OJHAKO, POAMUTEIN OYIAYyT MO-TPEKHEMY 3HaTh, KaKHe



caiiTel mocem@aer ux pebeHok. Jleth B JaHHOM BO3pacTe O0JagaloT CUIIbHBIM
YyBCTBOM CEMbH, OHU JIOBEPUUBBI U HE COMHEBAIOTCS B aBTOpUTEeTax. OHU JIIOOAT
UrpaTb B CETEBbIE WIPbl M IMYTEHIECTBOBAaTh IO VIHTEpHETY, HCHOIB3Ys
AJIEKTPOHHYIO IIOYTYy, 3aXOJUTh Ha CalWThl W YaTbl, HE PEKOMEHJOBAHHbIE
POJIUTEISAMHU.

Cogetbl o 0e3onacHocTu B cetu UHTEpHET 11 NeTeld 7—8 steT

1. Co3zpaiiTe CMCOK AOMAIIHUX MpaBuil Nocemienuss HTepHeTa npu ydyactuu JaeTei
U TpeOyHTE ero BBINOJIHEHUS.

2. TpeOyiite ot Bamero pebenka coOdrofeHHUs BPEMEHHBIX HOPM HAXOXICHUA 3a
komnbioTepoM. [lokaxkute pedenky, uto Brl HabmonaeTe 3a HUM HE TIOTOMY YTO
Bam 310 xo0uercs, a noromy uTo Bbl Oeciokontech 0 ero 0€30MacHOCTH M BCEraa
TOTOBBI EMY ITOMOYb.

3. Kommeiorep ¢ moaxiroueHneM K HHTepHETY MOKEH HAXOIUTHCS B 0OMIei

KOMHATe MOJI IPUCMOTPOM POJIUTEIEH.

Hcnonb3yiiTe cieUalIbHbIE JETCKUE TOMCKOBBIE MAIIVHBI.

Hcnone3yiiTe cpeactBa  OJOKUpPOBaHMS  HEXKENATEIbHOTO  KOHTEHTa  Kak

JOTIOJIHEHUE K CTaHAAPTHOMY POIUTENBECKOMY KOHTPOJIIO.

6. CoznaiiTe ceMEWHbI 3JEKTPOHHBIM SAIIUK, YTOOBI HE MO3BOJUTH JETAM HMETh
COOCTBEHHBIE ajIpeca.

7. bnoxupyiiTe 10CTyN K caiiTaM ¢ OeCIIaTHBIMHU MMOYTOBBIMU SIIIIMKAMH C MTOMOUIBIO
COOTBETCTBYIOILIETO MPOTPAMMHOI0 00€CTIEYEHUS.

8. Ilpuyunte neteil coBeToBaThcs ¢ Bamu mepen omyOIMKOBaHHMEM KaKOM-IHOO
uH(pOpMaIMU CPEICTBAMH AJIEKTPOHHOM MOYTHI, YaTOB, PETUCTPAMOHHBIX (DOPM U
npoQuIIeH.

9. Hayuute neteil He 3arpyxaTh (haiijbpl, MporpaMmbl WM MY3bIKy 0O€3 Balero
coriacus

10.He paspemiaiite JeTsM  HCIHOJIB30BaTh CIY>)KObl ~ MTHOBEHHOTO  OOMeEHa
COOOILIEHUSIMHU.

11.B «Oemnblil» CHOUCOK CANTOB, pa3pelIeHHBIX JIs1 TOCEIIEHUs, BHOCUTE TOJIBKO
CalThI C XOPOIIEH penyTalUEH.

12.He 3a0biBaiiTe OecenoBath ¢ JeThbMU 00 UX JIpy3bsix B MHTepHeTe, Kak eciii Obl
peub 111a O APY3bsX B PEAJbHOM KU3HU.

13.He nenaiite «TtaOy» W3 BOIPOCOB TOJOBOW >KM3HHU, Tak Kak B MHTepHeTe neTu
MOTYT JIETKO HATKHYTHCS Ha MOPHOTPAPUIO UIH CAUTBI «JIJIS1 B3POCIBIX).

14 .ITpuyuute Bamero peGeHka cooOmarh Bam O JIFOOBIX Yrpo3ax WM TPEBOTaXx,
cBA3aHHbIX ¢ MIHTepHeTOM. OCTaBaTECh CIOKOMHBIMUA M HAIIOMHUTE JIETSIM, YTO
OHM B 0€30IaCHOCTH, €CJIM CaMHU paccKa3ald BaM O cBoux TpeBorax. [loxmamure
WX U TIOCOBETYWUTE MOJOUTH €1I1e Pa3 B MOJOOHBIX CITydasix.

o b

Bospacrt ngereii or 9 10 12 et
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B naHHOoM BoO3pacTte AE€TH, Kak NPaBWIO, YK€ HACHbIIIAHBI O TOM, Kakas
uHpopmanus cyuiectsyet B utepHere. CoBepiieHHO HOPMAIIbHO, YTO OHU XOTST
3TO YBHUJIIE€Th, NMPOYECTh, YCIbImaTh. [Ipr 3TOM HYXHO MOMHHTb, YTO JOCTYI K
HEeXeJaTeJIbHBIM MaTepuaiaM MOXKHO JIETKO 3a0JIOKUPOBATh IIPU TTOMOIIU CPEJICTB
Poautenbckoro KOHTpOIS.

CoBeTnl 110 0€30MACHOCTH AJ1H AeTei oT 9 10 12 Jer

Co3pnaiiTe ciMcOK JOMAIIHUX MpaBui nocenieHust MIHTepHeT npu ydactuu netei u
TpeOyHTe ero BBITIOJTHCHHUS.

TpeOyiiTe ot Baiero pebenka co0Ir01eHIsI HOPM HAXOXKAECHHUS 32 KOMITBEOTEPOM.
HaOmronaiite 3a peOeHKOM IpH pabOTEe 32 KOMIBIOTEPOM, TOKAKUTE €My, 4TO Bbl
OECIOKOUTECH O €ro 0€30IaCHOCTH U BCETJa TOTOBBI 0KAa3aTh EMY ITOMOIIIb.
KommbroTep ¢ noakiitoueHneM B MHTEpHET HOHKEH HAXOAUTHCS B OOIIE KOMHATE
IO/, IPUCMOTPOM POAUTENEM.

Hcnone3yiiTe cpeactBa  OJOKUpPOBaHMSI  HEXKENATEIbHOTO  KOHTEHTAa  Kak
JIOTIOJIHEHUE K CTaHAapTHOMY POIUTENbCKOMY KOHTPOJTIO.

He 3a0piBaiiTe mnpuHUMAaTh HEMOCPEICTBEHHOE YYacTHE€ B JKHU3HM peOeHKa
OecenoBath ¢ AETbMH 00 UX Jpy3bsix B HTEpHETE.

HacrauBaiite, 4ToOBl JE€TH HUKOIJAa HE COIJIAIIAJUCh HA JIMYHBIE BCTPEYU C
Ipy3biaMu 1o MHTEepHeTYy.

[To3BosiAliTe OETSAM 3aXOAUTH TOJIBKO HAa CAWThl U3 «OEIOro» CIHCKa, KOTOPBIN
CO3JIaliTe BMECTE C HUMMU.

[lpuyunte pereld HUKOTJa HE BBIJABATH JWYHYI0O WH(GOPMAIUMIO CPEICTBAMHU
AIIEKTPOHHOM IOYTHI, YaTOB, CHCTEM MIHOBEHHOr0 OOMEHa COOOIICHUSIMU,
PETUCTPALIMOHHBIX (POPM, JTUYHBIX TPOPUICH U MPU PErUCTPAIIUN Ha KOHKYPCHI B
HNHurepHere.

10.Ilpuyunte neTeit He 3arpykath nmporpamMmsl 0e3 Barmiero paspemenns. OObsicHUTE

UM, YTO OHHM MOTYT CIIYYallHO 3arpy3uTh BHPYCHl WJIH JPYroe HEXKeJaTeIbHOE
IPOrpaMMHOE 0OECTICUCHHE.

11.Co3naiite Bamiemy peOE€HKY OrpaHMYECHHYIO YUYETHYIO 3aluCh JJisi pabdoThl Ha

KOMITBIOTEPE.

12.ITpuyunte Bamero peGenka cooOmarh BaM O JIIOOBIX Yrpo3ax WM TPEBOTAX,

CBJ3aHHBIX C I/IHTepHeTOM. HanomuuTte ACTAM, 4YTO OHH B 6630HaCHOCTI/I, cClIin
CaMH pacCcCKa3alid BaM O CBOHUX TPCBOI'aX U OIIACCHHAX.

13.Pacckaxmute netsim o nopHorpaduu B IHTEepHETE.
14 HacrauBaiitTe Ha TOM, 4YTOOBI JACTH NPEAOCTABISIIM BaM JOCTYIl K CBOeH

AJIEKTPOHHOM TMMOYTe, 4YTOOBl BHI YOEAWINCh, YTO OHU HE OONIAITCS C
HE3HAKOMIIaMHU.

15.00bscHUTE JeTAM, YTO HEJIb3sd WCIO0JIb30BaTh CETh I  XYJIUTAHCTBA,

pacrpoCTpaHEHHUs CIUIETEH WIH Yrpo3.

Bospacrt ngereit or 13 g0 17 Jser



B »TOoM BO3pacTe MNOAPOCTKM AKTUBHO MCIOJIB3YIOT TTOMCKOBBIE MAIIIUHBI,
MOJIB3YIOTCS  DJIGKTPOHHOM  MOYTOM,  ciayk0aMM  MTHOBEHHOro  oOMeHa
COOOIICHUSIMU, CKAYMBAIOT MY3bIKy W (puiibMbl. ManpyrkaM B 3TOM BO3pacTe
OoJbpIe MO HPaBY CMETaTh BCE OTPAHUYECHUS, OHU KKIYT TIpyOdOro momopa,
a3apTHBIX UIP, KAPTHUHOK «JIJIS1 B3POCIBIX». JI€BOUKM MPEANOYUTaOT OOLIATHCS B
yataXx, 0OpH OSTOM OHU Topa3no Oojiee YYBCTBUTEIbHBI K CEKCyaJIbHBIM
nomoratenbcTBaM B UHTepHeTe.

3adactyio B JaHHOM BO3pPAacTe€ POJUTENSIM YK€ BeCbMa CJIO0KHO KOHTPOJIHMPOBATH
CBOMX JeTei, Tak kak 00 HTepHeTe OHU yXkKe 3HAIOT 3HAYUTEIBHO OOJIBIIE CBOUX
ponuteneil. Tem He MeHee, HE OTIyCKailTe JeTel B «CBOOOJHOE IJIaBaHUE» IO
Hurepnety. CrapaiiTech akTUBHO y4acTBOBaTh B 001eHHMN pebeHka B IHTepHeTe.

BaxxHo mo-mpexxHeMy CTporo coOJiIoJaTh MpaBujia WHTEPHET-0€30MaCHOCTH —
COTJIAIICHHE MEXITY POIUTEIIMHU U IeThbMU. KpoMe Toro, HeoOX0aMMO KaK MOYKHO
yaiie MpOCMaTpUBaTh OTYETHI O JeaTrelbHOCTH nered B MHtepHere. Cnemyer
oOpaTUTh BHHUMaHHE Ha HEOOXOJUMOCTH COJEPKAHUS POIUTEIBCKUX Maposien
(maponeil agMUHUCTPATOPOB) B CTPOrOM CEKpeTe M OOpaTWTh BHUMAHHUE Ha
CTPOTOCTb 3TUX MApPOJICH.

Cosertnl 1o 6e3o0nmacHocTu B Bo3pacre ot 13 g0 17 jer

Co3pmaiiTe cHHUCOK JOMAaIIHUX MpaBWI IMocelleHuss VHTepHeTa HpU ydacTUHU
MOJIPOCTKOB U TpeOyiTe 6€3yCI0BHOTO €ro BhinoJiHeHUus. OOroBopure ¢ pedGeHKOM
CIIMCOK 3alpelIeHHBIX CAaHWTOB («YEpHBIA CIHCOK»), Yyachl paboTsl B MHTEpHETE,
PYKOBOJICTBO 110 oO1ieHnto B UIHTepHeTe (B TOM YMCIIE B YaTax).

KomnbroTep ¢ moakiIoueHHeM K ceTh MHTepHEeT JOJDKeH HaXOJIUThCs B OOIIen
KOMHaTe.

He 3a0bIBaiiTe OecenoBath ¢ AeTbMHU 00 UX JIpy3bsiX B HTEpHETE, O TOM, UEM OHU
3aHSATBI TaKUM o00pa3oM, OYATO peub HAET O JAPY3bSX B PEATbHOM >KU3HHU.
CrpammBaiiTe 0 JIOJAX, C KOTOPHIMHA JI€TH OOMIAIOTCS TOCPEACTBOM CIIYXO
MTHOBEHHOTO OOMEHa COOOIICHHSAMH, YTOOBI YOEIWUTHCS, YTO OTH JIOJA UM
3HAKOMBI.

Hcnonb3yiiTe  cpencTtBa  OJOKUPOBAHHS — HEXKENATENBHOTO  KOHTEHTa  Kak
JIOTIOJIHEHUE K CTAaHIAPTHOMY PoauTenbCKoMy KOHTPOJIO.

HeoOxomumo 3HaTh, KakuMHM YaTamMu Toab3yroTcss Bammum geru. ITloompsiite
HCITI0JIb30BAaHUE MOJIEPUPYEMBIX YaTOB U HACTaMBalTe, YTOOBI JIETH HE OOIIAINCH B
MIPUBATHOM PEKUME.

HacrauBaiite Ha TOM, 4TOOBI JI€TH HUKOT/Ia HE BCTPEYAIHUCH JIMYHO C PY3bsIMU U3
cetu MHTepHeT.

[IpuyunTe paeTelt HE BbIJABaTh CBOIO JIMYHYIO HWHQOpPMAIUMIO CpelICTBaMU
AJIEKTPOHHON TMOYTHhI, YaTOB, CHUCTEM MIHOBEHHOTO OOMEHa COOOIECHUSIMU,
pPErucTpanMoOHHbIX (OpM, TUYHBIX TTPOoUIEH U IPU PETUCTPALIMK Ha KOHKYPCHI B
HNutepnere.



8. Ilpuyunrte nereit He 3arpyxath nporpammsel 6e3 Bamero paspemenus. O6bsacHuTe
UM, YTO OHH MOTYT CIIy4allHO 3arpy3uTb BUPYCHl WIH IPYrO€ HEXEIaTeIbHOE
IPOrpaMMHOE 0O€ecIIeUEHHE.

9. Ilpuyuure Bamero pebeHka cooOmarh BaM O JHOOBIX YIpo3ax WM TPEBOrax,
CBsI3aHHBIX ¢ MHTepHeToM. HamomHuTe neTsiM, 4TO OHM B OE30MAaCHOCTH, €CIH
caMM pacCKa3aJli BaM, O CBOHUX Yrpo3ax Wiu TpeBorax. lloxBamure ux
IIOCOBETYWTE MOJONTHU elle pa3 B NOJOOHBIX CIydasiX.

10.Pacckaxute nerssm o nopHorpaduu B Mutepuere. [lomorure um 3ammrTuThes OT
cnama. HayuuTe noapocTkoB He BblIaBarb B HHTEpHETE CBOEro peanbHOrO
JJIEKTPOHHOI'O aJpeca, He OTBEYaTh HA HEXKEIATENIbHBIC MUCbMa U UCIOJIB30BATh
CHEIMATbHBIC TOUYTOBBIC (DUIIBTPHI.

11.ITpuyuynTe cedst 3HAKOMUTBCS C CAUTaMH, KOTOPbIE TOCEIIAIOT MMOAPOCTKH.

12.Hayuute nereit yBaxarh Apyrux B MIHTepHeTe. YOeauTeCh, YTO OHU 3HAIOT O TOM,
YTO IMPABWJIA XOPOLIETO IOBEACHUS IEHCTBYIOT BE3J€ — JAAXKE B BHUPTYyAIbHOM
MHpE.

13.00bsicHUTE nA€TAM, YTO HU B KOEM Clydae Hejb3s ucmoyib3oBath CeTb s
XYJIMTAHCTBA, PACIPOCTPAHEHUS CIUIETEH WM YIPO3 APYTUM JIFOISAM.

14.06cynute ¢ nmoapocTKamMu MpoOJIEMbl CETEBBIX a3apTHBIX UIP U MX BO3MOKHBIM
puck. HanomHuTe, 4TO 1€TH HE MOTYT UI'PATh B 3TH UIPHI COTJIACHO 3aKOHY.

[TocTOSIHHO KOHTpoOJupyiTe ucrosb3oBaHue MurtepHera Bammm pebenkom! Oto
HE HApyLIEHHWE €ro JIMYHOIO IPOCTPAHCTBA, a Mepa MPEJOCTOPOKHOCTH U
nposiBiieHue Baiel poauTenbCckoit OTBETCTBEHHOCTH U 3a00THI.



